Potential risks of GenAl on medical education
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Generative artificial intelligence (AI) moved from
an experimental novelty into mainstream use as
an everyday tool in under 3 years. Large language
models (LLMs) now pass portions of knowledge
examinations and draft clinically relevant text
that gives the impression of being comparable to
human output.'” These tools are likely already
embedded in student study habits, faculty work-
flows and clinical communication. Recent survey
data show widespread use among learners for
content review, homework assignments, draft
writing and feedback, with largely insufficient
institutional policies and guidance.*”” Much liter-
ature focuses on the benefits and promises of Al
models in healthcare. In this piece, we aim to high-
light potential risks and provide guidance on miti-
gating them, with a focus on medical education.

Risks of over-reliance on Al
Due to the widespread use across a vast array of
tasks, along with the burgeoning potential, the
risks stemming from over-reliance on these tools
are growing proportionally. Al tools may accord-
ingly amplify known human factors problems in
health professions education. Medical school and
training programmes need to consider risks such
as automation bias, cognitive off-loading and
outsourcing of reasoning, de-skilling (with the
greatest harm to novices), bias and inequity, hallu-
cinated content and sources, and privacy, security
and data governance.

Automation bias is when, after extended
use and over-reliance, trainees accept incor-
rect recommendations from Al systems. Generic
warnings against this do not prevent it, since the
root cause is over-trust. Medical training should
include practice in rejecting poor Al advice and in
explaining why it is unsafe to follow.®® Relatedly,
cognitive offloading and outsourcing of reasoning
capacities are a risk that creeps in silently and
undetected at first.' Fluent AI model outputs
may tempt users to skip independent information
retrieval, appraisal and synthesis. This may also
harm critical thinking capacities in learners. When
this goes on for a long time, the consequence
of de-skilling emerges, where skills deteriorate
rather than remain sharp."”"> What happens if
the servers or Al services go down? The impact of
this is particularly ominous for learners who are
working on developing the skill in the first place,
as they are denied the opportunity to do so in the
process (table 1).

The potential negative impact of Al in medical
education also extends to emphasising existing
biases in the data on which the models were trained.'*
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Al models have reproduced racial and other demo-
graphic biases,”” '® and we need to emphasise this
risk and take it into account in both coursework
and assessment. Hallucinating confident falsehoods
and sources remains a frequent failure mode for Al
models."” '® This requires careful and critical assess-
ment of the model outputs by the learners, along
with learning how to search for, retrieve, understand
and assess relevant evidence-based information to
measure against the models’ responses. Finally,
risks to personal privacy, security and data owner-
ship exist with the use of commercially available
Al models, particularly ones that are opaque about
their data retention policies or that offer few options
for users’ data control. Given the sensitive nature
of the healthcare domain, such risks are particularly
high, including for learners as well.

Charting a safe way forward

The goal of using Al to augment education, rather
than letting it erode independent reasoning, is
a worthy pursuit. As Al is disrupting traditional
learning and evaluation methods, adjustments to
medical school and training curricula are necessary.
For educational assessments, first, it may be wise
to assume learners’ access to and use of Al and to
grade the process, rather than only the product. This
can be done by asking the students to ‘show their
work’, provide a paper trail and even submit the LLM
prompts they used along with written rationales for
accepting or rejecting the Al's output. Second, for
critical skills assessments, we need to design Al-free
assessments using supervised stations or in-person
examinations. This may be feasible, and especially
important, for bedside communication, physical
examination, teamwork and professional judgement.
Third, it may be important to evaluate Al itself as a
competency. Data literacy and teaching Al design,
development and evaluation are more important
now than ever, and this knowledge is no longer a
luxury for medical learners and trainees. Medical
trainees may not need to be fully emerged into the
technical data engineering details and training pipe-
lines for Al models, but they should understand that
process in principle and grasp the concepts under-
pinning its strengths and weaknesses. They should
also understand where and how such Al tools can be
embedded in clinical workflows and care pathways,
and how to evaluate their intended performance and
potential biases over time. Just as in evidence-based
medicine, skills and education that enable learners
to build expertise in finding and appraising clinical
evidence can also be appropriately expanded and
applied to research on Al in healthcare. This rapidly
growing body of knowledge underscores the need
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Table 1 Definitions and suggested mitigation strategies for potential risks of genAl on medical education

Risk Detail Example

Mitigation strategy

Automation bias Tendency to over-trust automated
recommendations even when they

are wrong.

Cognitive off-loading and
outsourcing reasoning

Shifting information retrieval,
appraisal and synthesis to Al so that
learners generate fewer internal
explanations and weaker memory
traces.

Loss of procedural or cognitive
skill from premature automation
of routine tasks; experts may
compensate, novices cannot.

De-skilling

Racial and equity biases ~ Systematic differences in model
outputs by protected characteristics

or propagation of race-based biases.

During a case-based quiz, students
accept an LLM-suggested differential
and management plan without
reconciling contradictions in the
vignette.

First-year students use Al to write
pathophysiology explanations; in
viva voce, they cannot reproduce the
reasoning chain or sources.

Students rely on Al note templates
and stop writing full differentials.

An Al-generated case suggests
different analgesia choices for
otherwise identical black vs white

Build ‘trust-calibration’ labs that mix correct
and flawed Al outputs; require a documented
disconfirming evidence search and/or oral
defence; grade process artefacts (prompts,
rationale, verification).

Use Al-permitted assignments that require
retrieval practice and concept maps authored
by the student, plus brief viva checks;
alternate Al-enabled with Al-free tasks to
sustain effortful encoding.

Set minimum competence thresholds before
Al use is allowed for a skill; maintain Al-free
OSCE stations and manual calculations;
require periodic ‘skill re-demonstration’ with
faculty feedback.

Bake bias audits into coursework:
counterfactual testing across race, gender
and language; track subgroup metrics.

patients; biased descriptors appear
in autodrafted notes.

Fluent but false statements or
references produced with high
confidence.

Hallucinations

Privacy, security and data
governance

Risks include exposing PHI or
student records, prompt injection,
data exfiltration and uncontrolled
retention of sensitive content.

A literature review assignment
includes an Al-invented randomised
trial and non-existent citations.

A student pastes a ‘de-identified’
patient note into a public chatbot
that still contains dates and rare
disease details; content is retained

Mandate primary-source verification and
reference cross-checks; grade a ‘verification
step’ explicitly; use reporting checklists for
chatbot-assisted work and require disclosure
consistent with scholarly policies.

Enforce a no-PHI/no-personally identifiable
information policy for consumer tools; use
institutionally hosted models with logging
and retention controls.

outside school control.

Al, artificial intelligence; LLM, large language model; OSCE, objective structured clinical examination; PHI, protected health information.

to be able to read, understand, appraise and act on this evidence in
an informed manner. This should include education on uncertainty
communication, bias checks, Al limitations and nuances of clin-
ical workflow AI deployment. Enhanced critical thinking teaching
is especially needed, which can be achieved by building cases
where the Al outputs are a mix of correct and intentionally flawed
responses (ie, ‘trust calibration’ laboratory studies). Learners would
then accept, amend or reject, and justify their decision with primary
evidence-based sources. Similarly, building modules that showcase
the Al risks to equities and fairness can be done by matching cases
that differ only in protected characteristics. Students then probe for
output differences and design mitigations, while citing bias literature
to justify their choices.

Generative Al has documented and well-researched benefits,
but it is not without pitfalls, particularly to medical education and
novice learners. These tools can fabricate sources, encode bias,
lead to over-reliance and have negatively disruptive effects on the
educational journey. Medical programmes must be vigilant about
these risks and adjust their curricula and training programmes to
stay ahead of them and mitigate their likelihood. They should also
use competency-based frameworks for the continuous evaluation of
these potential risks and adapting the curricula, content and assess-
ments to maintain high fidelity of the educational process. Finally,
regulatory bodies, professional societies and educational associa-
tions, such as the World Medical Association, World Federation for
Medical Education, International Association for Health Professions
Education and their counterparts in different regions and coun-
tries of the world, including the Association for American Medical
Colleges and Association for Medical Education in Europe, should
maintain updated evidence-based guidance on the impact of Al on
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medical education. The field also requires the active involvement
and support of these important entities in the continuous evaluation
and research effort to study the benefits and risks of Al on medical
education.
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