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Threat of imposter participants in health research

Inconsistent detection risks undermining research integrity

Eileen Morrow, ' Sally Hopewell, ' Esther Williamson, ' Tim Theologis'

Online recruitment has become central to modern
health research. The speed and reach of internet
based recruitment, particularly since the covid-19
pandemic, has transformed how we collect data.’ 3
However, alongside this digital transformation lies
a growing and under-recognised phenomenon:
imposter participants.

Imposter participants (sometimes called fraudulent
or suspected participants)“ provide deceptive or
inaccurate data in order to take part in health
research.” They can be divided into two categories:
the first is humans who provide deceptive responses,
such as lying about having the condition under
investigation. The second is increasingly
sophisticated automated computer software (bots)
which mimic human behaviour and responses.® The
undetected presence of imposter participants in
quantitative datasets threatens the integrity of health
research and, by extension, the policies and clinical
decisions built on it.

Imposter participants were described as early as
2011.” However, articles investigating their prevalence
in health research have grown in recent years. A 2025
scoping review found that 96% of identified studies
describing methods to detect imposter participants
had been published within the past five years.®

The motivations of imposter participants remain
unknown, although a focus on financial incentives
suggests that monetary benefit is a driver. Several
authors have reported that suspected imposters often
make multiple inquiries about the timing and format
of payments.? ** However, not all studies that
identified imposter participants offered financial
incentives,® indicating that other motives contribute.
Proposed alternatives include boredom, curiosity, or
even an ideological intent to disrupt research.*

Health research now faces the same risks of fraud
that have plagued non-health spaces such as market
research.'”> However, the stakes are higher; health
research informs clinical decisions, service design,
and resource allocation. Results clouded by imposter
participants may affect clinical treatment.

Problems for quantitative health research

The 2025 scoping review also reported that 18 of the
23 studies which looked for imposter participants in
their datasets, found them.® The variance in the
detected prevalence of imposter participants was
notably wide, from 3%?3 to 94% in an online survey
investigating communication during ovarian cancer
treatment.'*

The cancer treatment survey received 576 responses
within seven hours, with most submitted between
midnight and 4 am. The authors judged 94% of
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responses to be fraudulent and the remaining 6%
suspicious, with no participant deemed
unquestionably legitimate. As a result, they closed
and relaunched the survey with stricter protocols to
prevent imposter participants, yet continued to detect
fraudulent responses.'#

The problem extends beyond survey research. In the
iDEAS randomised controlled trial'> evaluating an
alcohol reduction app, 76% of online enrolments
were identified as bots at screening.'® A further 4%
of participants were identified as deceptive human
respondents.'® Without measures to detect imposter
participants, such as face-to-face eligibility
assessments, even intervention triallists may report
large sample sizes with spurious results, not realising
that much of their dataset is contaminated.

Approaches to tackle imposter participants

It is essential that researchers who recruit online
critically evaluate their datasets for imposter
participants. Various detection strategies have been
proposed, including checking for implausible home
addresses (eg, business or charity addresses)'® or
submissions from multiple formulaic email addresses
(eg, surname-plus-two-digits@domain.com).*
Proposed prevention strategies include identity
verification procedures'” or CAPTCHA tests (asking
participants to complete a task such as to read and
type distorted letters).® After the introduction of
CAPTCHA tests in the iDEAS trial, no further bots
were detected.'® However, other reports indicate these
tests do not prevent all bot submissions.'®
Researchers seeking further strategies should refer
to recent reviews summarising published imposter
detection and prevention approaches.® 7

Although these approaches make intuitive sense,
their efficacy in preventing or identifying imposter
participants is largely untested.®®'7 In addition, their
effect on responses from marginalised communities,
which online recruitment often targets, is untested.'®
For example, people living with stigmatised health
conditions may be reluctant to submit to identity
verification, and those with lower literacy skills may
struggle with CAPTCHA tests.

Researchers should routinely integrate imposter
participant detection and prevention into online
research,> while considering the potential effect on
their study population. At a minimum, studies should
transparently report which safeguards were used and
acknowledge their limitations, and journals should
encourage consistent and transparent reporting of
these safeguards. Funders and institutions should
invest in infrastructure and training to help
researchers keep pace with evolving tactics.>
Clinicians and policy makers should be cautious
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when interpreting studies that use online recruitment if imposter
participant prevention is not mentioned.

Imposter participants are more than a nuisance; they are a systemic
threat to health research. Their effect is demonstrable and their
detection inconsistent. In an age where online recruitment
underpins everything from randomised controlled trials to surveys,>
they risk undermining the integrity of health research and the
decisions built on it. The research community must acknowledge
the problem and dedicate resources to testing and implementing
safeguards. These steps are critical to ensure that the data guiding
clinical care reflect the real patient voice.
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